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ith he polation, spreae and impact of let extremist an terrorist content onthe Internet an 
socal mada, governments, and secuity agencies have nereasedthel countermeasures online. 
‘respons, eros and wolent extremists have sma atare thelr behavior by changing tact and 


-miarating to new platforms 


‘ne of he more sophisticated ways extremist ad terrorists are using anne communion eared 
tection the use of vita dead cops nthe form of nonymous sharing porta. Anonym sharing 
portals have nogin requirement and thus, provide anonymity and lw fr sharing tks of wich 
‘contents tobe collected, shared and mass dstrbuted 
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Introduction 


‘ue tthe proliferation, seb, and impact of went extremist and terrors content on the 
Intanet and soll medio, governments and secury agencies Increased thelr countermeasures one 
‘consequent terorsts and vielen extremists responded by changng their ovine acs and moved to 
‘other platloims. One of the mors sophitated ways extremists and lemons are using ening 
‘communication to aold detection ste use of vital dead drops inthe form of anonymous sharing 
ora. Anonyrous sharing portals have noogin equrements thus providing anonyit and allowing 
{or sharing links of which content i 20 be colete, shared, and mas-dituted. Consequently, 
anonymous shanng portals such as ustpasesttelepragh, and various cloud storage series have 


‘become the most used dead drop by nd other terrorist and trois ous. 


‘The Dead Drops Plstforms 

‘There ae several anonymous sharing pltforms. The most popular sustpate it 9 Polsh-made 
ste that doesnot equr etraton, not pen to search engines, and specif canter are aecesible 
‘nly bya even or hard nk Mare important rom the trrrst pont of vew the abt o protec the 


‘contents from 


romated searches by web crawlers and algorthms by allowing the use of encrypt tgs 
As resorted by Salina an Sosnow,lusPaste hasbeen the most important conten sharing website 
{or jhads." very often, as reports by shehabat and Mite, Inks totems uploaded on jstast.t have 
‘been shared on socal mes to promote exposure? Other than justpastelt, # newer service isthe 
“Telegra’s blogging platform called Telegraph. Additonal eros use cloud sharing platforms 35 
revele by te sty condcte by Aad, Amaasingam and Alexander! The present study san attemot 
tw.ewiorethe various platforms used by terrors group ike the amc State, a! aed, anda Saba 
to store and dhseminte material ona variety of witul dead drops ike anonymous platlorms an lead 


serve, Specialy, we fused on the following research questions 


"seas 5, &Ssrow, R206). “Thefa yon content shang we serie 2009-2036 and ne case of 
oat favor ovis, Ase, ane ota had for peng corer nd sharingan Teter had ove 
‘thoi leone any, Netr, lors Ns atten return apa MMR nga &arlvoe 
Sees 2850. 

Sheba, A & lew. (2018) Bick ox th ack a anonyme sharing avorms and SS content 
dtrauton acer" Fespeer on Terai, 123), 9 #598, 

“aya M.,Araesinga, A. Nesandey, [221th Cl Clphate: rchvng thelr Staten Rl 
Tine, state for Suteie Due ST” Spel Report [May 2021) UAL Nipsfte use eythess 
(alghate ariving ne ale tte nef. 


FL: What ar thepetforms uses by terrorist groups s thelr viual dead drops? 
OB: Who ae the terrorist groups using the dead drops? 

2 What type of informations stored in thas deed drops? 

A: Are there ferences inthe use of ded drops across terrors goups? 
OS: Are there changes overtime nthe use ofthese ead drops? 


Method 

To examine the us of online dese drops by tears aroups, we apled several stages of dat 
callesion and analysis. Fst, we erated ¢ dtabate by selecting al terrorist conten that included 
‘material designed for Intimidation, adealzaton, rerultment, online guldance to use weapons sod 
“explosives, calls forattaks, ani ado, that twas published ether on anonymous sharing platforms 
‘er aalale to download on a ud share platform. shouldbe noted that anoaynous platforms such as 
ustpast It and Telegraph don't have 2 homepage act is posible to acess the content al Fone has 
‘the rec ink, We searched Twiter fran ink to anonymous and clout sharing platforms: Tater Was 
chosen since Stalsty ar snow already noted the use of Titer to share Inks te extensive content 
‘thatthey poston content sharing webservices On Twiter, we searched for tertorist posting containing 
the folowing keyword, all astodated with anonymous and cloud share pstforms: sustaste 
Telgragh, dump.te, Noteshareid,pastetica, manbarame,nashera, fl, pliedrain, andre, 
nextel, coud crv, topttop, Yandexoisk, MsDrop,Ashared, Cloémal, Archivesoeay, Plu, 
serve, and Dropapkt. For example, on Archive tody, we searched dy for terran content by 
‘ooking ino al the screenshots saved on the web echive under the hast usps, teegra.gh, 
rneteshare i, pastethisat,manor-me nasher me and dump to. The dtabsse includes the ink sed for 
irectng othe virtual dead drops and the contents posted there, inusing tes, hota, videos, news 
brozdcass, weapon and explosives manuals (cookbooks), an Infographics. Infact, we created and 


analyzed two databases, one for the anonymous platforms an one for the lou share platforms 


In the second stage, the database was subjected ta a systematic content anal sing 
codebook with the folowing eter: platforms used forthe daad drops, date of pubemon,tyze of 


«saunty Sosa, The ia cle on coment new ann 208 


content postd, ari dscison ofthe content, ex inks included in the posts and auence reaction 


Acomments, es, etweetng. Our 6 months’ sean [December 2020 to May 2021) reves numerous 


postings the dead drops ste, as described in Table 
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“oblong by Torte on Oat Drope (ecabr 202 My 2021) 


Frequency used platform of anonymous posting by terrorist groups is JustPoste it 
“Terrors groups using st Paste usualy shares the ates links on Titer, on other anenymous 
jlatforms or onthe ste Archive Today, a platform that allows for string snapshots of web pages 


“Terrors onuse this te by snapshotingit and then re-sharng te iks, directing the users ta 


eo 
4rop on ustastest This way there 2 possibilty thatthe ink wi not Be avaiable 09 the Jstaste it 
site ise but t wl be onine and archive on Archive ody. Our alysis reveas that te lami Ste 

‘ncn alits Factions, a wel 8 Al Shaboob an she Taliban [The Ilamie Emirate of Ashanti 


ng the most frequently ustPastet, 


The amie State hasbeen using JutPosteit as one of the min anonymous platforms in 
combination with Telegraph (anonymous platform provided by Telegra) o share their content after 
‘other platforms such asnasherme and manborme were taken down, Unlke ther terorit groups, the 
‘lami tate ues JstPaste t more frequently to spread terrorist content by including mtn Finks to 
‘ther AP aste/ Telegraph posts. Our database revels that the ure State and ts news agencis ate 
sing Justast for multe purposes such as daly update ofthe sami State accon through detalles 
‘ews report including he number of people they either ince 


ed oF Keérapped, the numberof 
‘weapons sane, the number af llages destroyed or raided. Sometimes these dally poss are updated 
withthe ltest news, Adstionaly, the lami State uses JustPostel¢ to share photo reports end 
‘scvershotso he aestisue other eurent magasine (eg, Al Nabs magazine). Forexamele,one a the 
photo reports rom March 202 shows the "Caipate's Soller atachng two Congolese army baracks, 
‘another photo report included shows the amie State solders kidnapping ad ling member of the 


Eeyptian army nea ala, a Palestinian ey in the Gaza Strip 


ustPastet sso used as 2 way to provide extra links to ether extreme and rad content. Io 
‘act each daly report ost ince several inks to other lo sharing platforms inks to previous daily 
reports, the atest issue af her maga, vdeo versions af the cly reports, propaganda wdeos, POF 
‘books, nfgraphies and video and radio's transcripts In mune languages. Ourg Ramadan, severe! 
lnfosaphicsincluded nthe reportsare dedicated tothe pincisles andthe res of Ramadan Therrateral 
poste oes two-way communication or interactive platforms lite Teegran ofcal and bot accounts 
‘thar than the daly reports, the Islamic State publishes fequenty special posts on JustPasteit 
iahlahsine the ration of new conten. In these instanees, the posts are shorter tha he daly ones a 


focus on singe tpl with ong i of ink o mult sharing platforms Finally, the amie Stat uses 


ustPostetto post analysis of documents (eg, the sravsisn ngish af Zahir eter to Zara). 


‘Another active actor on sustPasteit isl Shabaab, whose presence on ths platform erased 
significant since we stared our data collection in February 2021, however they dont share content 5 
‘eequerly asthe aie State Ye, similarly tothe are Stae, a habasb postings ome most trom A 
xa, the proup's media out. Thelinks to ustastest posts are avalable ether on an archive platform 
‘oon Titer, Une other terrnst postings on stort 3 Shabsad seems to folow the “radtona 
postings on anonymous platforms by pulsing ingle tapi post. Fam the data elected, Shab 
sed the platform mosty as 2 way o spread thelr propaganda Wdeos. These posts Include the tte of the 
video, the poster of the video and fit of inks to coud sharing platforms to acess the streaming 


dovnload of the content wih ilerant video resolution ie option and anguges. 


‘The Talban (or the islamic Erte Is sso using JustPosteit, however, its presence on this 
platform is mare sporadic and most conducted by individu supporters. The Taliban and ts supporters 
se the platiorn fr multiple purposes: to repost spokespersons’ statements but also t provide inks to 


thelr oficial webste an bogs. 


canee 


CS eee 
(a 1442 otunds 23 -tit 


ood drop bythe iam Stat on erpate 


Telegraph 


ieee Sete fier] 


Telegraph san anonymous satorm, provided by Telegram, with 2 minmalstitertace tht 
lows users to publish artes, videos an pctares anonymously The srenyriy provided by Teegreph 


atvacted several taro groups and thei flowes. 


‘The amie seat has been using Telegraph for alongime and ina very consistent way. Our datz 
‘reveal that Ske inthe case of JustPoste i, the main benefit ofthe platform sto remain aronyreous a 
under the radar elegragh is wad bythe amie State for mul purposes sch edly report. The 
reports shared on Telegraph ae ver smi t those posted on ustosteit The reports, revolve mainly 
around he arou's aetions and tary suceses, crcl to generates image ater lost of terres 
and power. Aa example of the information rowded from March 2021: the conquest of Palna la 
Morambique and the king of more than ity fve solders. ke on Juspaseit, these daly post often 
‘neue the online pubzation ofA Nats magazine, inks tothe previous eperts,propogands Videos diy 
‘repotin video version, eligous boots, publeatons, extra links to oud share platforms, as wellas fie 
1 Telegram ans hoop messenger accounts. Fil, ome posts on Telegraph are used 3s databases with 
ists of multiple ink ol forms of propaganda material Some ofthe inks to the group's postings on 


Telegroh ware fund on archived but sty nota ustPast poets 


‘xarples ot Contents on uspaste and Telegraph: Inga, Dal reports, lNab'a Maga, ropaganda 


‘loud Sharing Patforms 

Clo sting i system in which the wer alloted storage space ona serve, providing end 
ser ln the ably to aces es with ay aternet-capable device rom any leaton, Trois use these 
oud sharing platforms in combination with anonymous platforms to stare propagands onlin without 
‘being lagged and consequent ther content stays anne longer. As our study reveled, terrorists use 
-mutiple coud shang platforms. the mast commonly uses ae flesfm, Phelan, Media, ned, 
loudshare, Nextcioud, Coueiae, YandexDisk, Mixon, 4shared, Cousmal Topston, pcioud, 
serve, and Oropapto. The inks Levon post a eet her audiences to these ou palorms are 


nth postings on anonymous share platforms or arcty on Twitter 


Pee) 


(agail sla 
Woessner 


000 Gane 
“advisor Tessier 


Moreover, the content is road and avalable in multiple format and language options, 
‘resolutions and the option in certain cases to stream the content. From the data we colcted we aso 
rotced that trons avoid sng the option a publish password protected inks except ance wen the 
posting includ sensitive information concering Mossad agents’ deties, the cloud sharing links were 
published on manbarme and the password itself was inched nthe anonymous platform post. The 
terrorists using the loud sharing platforms, sour data show, ae mainly the amie Stat, a Shabaa, a 


‘beds, and the Taba. 


Fes 
‘The most aquenty used coud serie used by eros lesa ld starage platform that 
private and encrypted, offering to strezm the content before downioading it an the options to 


‘comment and it deied to setup posswors fr acessing he materia sored, 


= 


filesfm 


‘Fes cloud sharing platform has bean used by several terrorist groups ands our san reveals, 
‘most by the sami state especial fo storing propsgonds content. We noted that very often then 
to theFiles fm les were posted an several social media especially sas) thusattemstingtoaiaet, 
1 broader audlance and to avoid removal of singe guiding ink. For example, we found that inthe 


_msjrity ofthe eases three Fils fins were added to the daly report post on ustPaste i, ecting to 


the store Arable ideo version ofthe dally report. The aml State uses this cou sharing platform to 


share other types af contents, Including the latest iasue of Al Naba onine magatng, infgrapies, 
‘ropaganda videos suchas the documentary published by Hadi al Aswar, a prosamie State media 
‘ute, enti "Preparing Lins to Slaughter the ews". Furthermore, the amie State uss this pec 


ou sharing service to enable thei followers to download POF fs of sha reigous books, 


‘ther group using ths cloud sharing platform sa habaab, Uke te Islami State, a Shabeab, 
se ls clus mally for propaganda purposes and ina similar method oststhe inks guisng othe 
oud files. The contents toed by al Shabua on Files includes video clip rated by the Harakat AL 
Shabaab Al Kata Madia such as te one entitled “From the Fronts of Glan". The video includes 
footages of AI Shabaab Muiahiin ting agaist Somall and Burunian solders, ead Sora skiers 
and the mujahidin sing weapons and destroying the enemy outposts. The artent stored by ab 
‘Shabaab on Files include vdeo cips of messages from A Shabeab spokesperson suchas the messege 
tothe people of Ditoutiby the groups spokesperson Sei Abu Ubseydah Ahmad Omar A'Shsbasb ao 
‘eles on the use of multiple links dieting othe cu et prevde ts folowers wth vatous le ypes 
and sizes Thus, for example, the Salk Abu Ubdeyéah Amad Omar message is avleble on Fils fn 
‘tp video resolutions aswel as raserintions of the speech in POF ana Word formats. 


‘Qaeda aso using les. Yt, a aed uses ies jm spray. Moteover, the maoy of 
‘he inks recting tothe lou fies are published on Twitter and not on anonymous platforms, Aur, 
‘one ofl Gad’ Medi outlets, hasbeen using this lou share platform to share ropsgand Video such 


asthe one focusing ona neda's messages tothe Musin of Kashi 


Phelsrain 

Another cud platform used by terrorist groups i Pela. This platform does not require 
‘elation ands ree of charge. Our scan revealed that thi platform used mostly byte lami State 
and is affilats, Pern sone ofthe coud sharing platforms used by he ame Stace to toe a 
‘reset the sues of A Naba magarineaninfographics, sometimes with he ripe option. Lk in other 
platforms, the leamle State uses Phelan as additonal out to share propagands video cls wth 
muttple video realtone, sami State of Sina’ video ented “The Fple Maker". Most ofthe 
Pclarin postings evened by our Scan have 2 close expeng date, Indicating that the lame State's 


‘peratives ae using most fee accounts 


@pixeldrain 


video clips suchas the vdeo message tothe peopl of Djbout by Sheikh Abu Ubeydah Amd Om, The 
into Petron appears wth other inks on 2 JurPost prt anit rludes ink tothe Flic ranscrit 
lhe speech (POF 6 DOC fie). ke the samiestate, Al Shabaab uses mula Pkeldai inks to provide 


ts folowers wih he content a ferent resolutions and siz optans 


Meclopre 

Media i fe hosting Sle sreoniation and coud storage platform that offers the wer up 
105068 of fee ssace, no download lim with 24-supported downloads. Medafie has bean used 352 
‘way to spread teri contnts and especialy propaganda wdeos suc as the one published by the 
Islami State's a thayr media foundation ented “he State of islam Wil emai”. This wea cludes 
‘otage of Mujahid’ feting to conquer acy orto maintain thelr outposts. The ink tothe Mecafe 
‘oud storage of such videos are included in JostPoste it pstings post. Mesa i to ued by the 
Islamic State for storing and sharing ther newest online magazines and nfographics, providing he options 


te dowrioad the fein diferent ses and vdeo resoluson. From thedatawe collected there 


been 
‘no ease where the nomi State shared Methafize link toon soil mesa sah as Twit ar the ae 


posting these Ike on JustPaste or Telegraph 


= MediaFire 


oneorve 
‘Onebrive is personal cloud storage platform that offers the option to valosd muitimeds fom 


‘option to generate anonymous gues Inks 


‘Onebrive sa coud share platform that has baen realy ses bythe slam State bur, as our scan 
‘evesle, ts platform used to share erent kno conten. Fr example the A Furcan Foundation, 


‘one ofthe Islami State's mesa production uns, used 2 Oneive Ink to share the audiotape ofthe 
_sp0ech ofthe offi spokesman of the sami State Sheikh A-Muhajic Abu Haman Al-Guras tes Tel 


‘Stories So That They May Rl” 


Unit the sami Stat, Al shabasb uses tis cloud sharing pltform more frequently, especialy 
to stare propagands video through anonymous pletforms An example ofthe use of OneDrive by A 
“habuab the propaganda video create by theoffal outlet Aatab Medi ted “The Blase Manda 
ay Rai The video included drone foctages fom when Al Shabaab attached the US alld and base 
‘3 Manda Bay Aired in Kenya, The inks to the OneDrve contents were included in a JutPastet article 
and the inks othe those article wer ound an Twitter, 


& 


OneDrive 


ertloud 

Netloud loud sharing platform working silly to Dropbox and Google Dive and provides 
3 oud platiorm bases on Open Stan 
plo and exit fies anonymoush namie State operatives use Nexcoud to share pronagands videos By 


sand Free Software, Nextcous provides the optonto let users 


nding Wextloud inks to several ustPaste.t ats. An example of he content shaved bythe amie 
State wth aNencioud ink is the propaganda vdeo ted "They Answered the Cal”. This vide includes 
footage of iehting a wells ofthe combatants ly te in traning camps plus highlights of ther saa 
cttles such as halong people In need by donating money and food. Uke with otar cloud share 
platforms, the lami State ined foreach new elease of propaganda video, at leas five Nextcloud 


links, one foreach vdeo resolutions 


Nextcloud 


Topstop lo 

Tapttop i's an Arab cous based storage system fr uploading and downloading rages, aso 
and video es of lage ses. The namie Sate nudes Topstop lok nthe ustPaseit and Telegraph 
posting thus sharing PDF copies of the newest sue ofA Nba and propaganda videos. An exam of 
the terrorist content shared with Toop Binks the propaganda ideo created bythe A Bata media 
foundation, tad “the Musi Prsanes of atlence, This ideo nds footage of nal prisoners’ 
‘aif a wel as footages of marys ding in bate an gruesome footages of beheadings, The lik 
to Topstops Al Baar vdeo were posted on JustPastet 


‘N Qaeda aso uss tis platform n numerous cases, to share propaganda videos and PDE 
‘documento ther spokesperson speeches, Gaeda throughs AlSahanb (meaning “the oud") 
ews media agency ted Topdtop ns to share propaganda documents in Engish such athe one te 


You Repeat the Cre We Shall Repeat the Punishment" 


TOP. 


‘Another aroun, al Shabab, also reson Topstopto share thle propaganda campaigns, For 
examples te Tapttop have been include in JustPaste it posting, share AShabas A Kati 
‘media outlets videos and Englsh warscrption af txts. An example of such videos ttle Punish Them 
“Severely to Diperse Those Who ar Behind Then”, This veo includes footage of few A Shabsab 
‘errors attacks more special destroying Seal army's tans and tacks with racket aunchers 


‘Our stan ofthe serort use of cloud sharing revealed a vas reng of satforms.naddtion to 


‘those presented above, we fund ao Yande.Ditk, MikDrop shored, Coudme Cloud, Users, 
and Bropapto, onal of these platforms we found terol material and expecially that of had 
{70ups. For example, on Macro the lami Sate stress veo ted "prs inthe Munti,” 
produce bythe Tujuman al Assit a lami State mes production tle, This video includes 
‘beheading footages of lami State's prisoners, two speeches by former US presidents Barack Obama 
and Donal Trump abot the hes ries offing the Islamic Stat, and the commitment of the 
lami state to destroy ter enemies srt estabish global slamie State, Another oxampe's the 
propaganda video ofa eda tied “The Wound ofthe Rohngyals the Wound ofthe Ummah’. ooking 
‘more tia rit documentary this vito ines audi lps of Sheth Ayman al Zawahin and real 
{ootage of Myanmar sie’ tries gana ian while showing support for al Qaeda fromthe 
the Rohingya community 


‘On Clusia the lac Seate shares video created ty Had Aaswar media production, 2 
‘subeel proslamie State media oe, ented "Time to Pay. Tis ve acuses an depicting te 
lami tate marys victims of she West presenting eal fotage of Musi orphan chien and 


‘alin other Mulsidin to substitute the marys andbring about tory an justin 


(one Usersorve, for example Al Fugan amie State media oul, presents the Trample of 
War a propaganda vide shot in Aca by the amie tate affliated group Tala a Ansar. Ts video 
provides footages ofthe Mujohisin fighting in the Sahel and segment from an interview with French 
President Emmanuel Macon. 


‘amples on Clu Stating Paton: Propaganda Vides, ook, Magasines 


Evohtion over Time 

‘ur study have allowed us to track certain changes in the use of viral dead chops by terrorist 
actors and thus answer out Research Question 5 about posse evaluation in the use of dead ops. ei 
ear that they mierated trom “older” anonymous platforms suc as nsher me, manbar me noteshore 
‘or PosteThisto ewe platforms such aust Pot it and Telegraph The content change aswel before 
‘mouingo newer patforms, the lami State used to publish pst dedicated toa single topic wth ust 
feu links wile presently except for sporadic eases: they erste mus topics posts. Morgover, some of 
the grou eapecaly the blame Sate, have ded new features t ther aloe propaganda nthe or 


of daly epors as daseribed anove. 


‘The changing Fontes included » change in te content from pov ems 4 more negative 
‘tems. For example, whan scanning “alder” postings an asher ane marr, we fund photo repr of 
the lvesock and poulry market in an stmie Sate conquered cy Hawi the Kirkuk Province of aq, 
Such postive tems ae ne longer Festred in newer platforms ke JustPosteit and Telegraph, where 
oient aggessve threatening tests and visuals ate the dominant hemes. defoe moving to ustPaste it 


and Telegraph, the amie State was using soci platforms fr specific types of contents (2, using 


‘bumte.t to publish photo repars) while more recently thase photo repars ar included inthe daly 


‘repertory dead dro postings that have become multiedi lalorms ilferentiy fom previous 
anonymous platforms tke manbor, masher, pastethi and ooteshare focused on View contents (eg. 
Inforaphics, photo reports today theistic State is presenting longer news reper, combining tots 
wah wal, We ali noted sigifeant decrease nthe reations of users othe content posted an most 


ofthe used anonymous platforms 


The new ute of dead drops relles on more ovtets and more inks to the same contents, Some 
‘errors proup are sing systematically severalaranyrouspitforrs to pubishday ater day thei latest 
‘report, Our scan aso revels an impress incease inthe use of dead drops, eter Inthe forms of 
anonymous platforms or coud sharing For example, the Islamic Stat re aed to its anonymous daly 
posts another messaging ape called Hoop messanger a provide adtionaloption for eontacng the group 
and ako to gle another venue to share propagands, Hoop messenger was included in few posts in 
December 2020 an lanuary 2021 Sut then abandoned until Api 2001, ging more space to Telegram 
secounts, We ako noted an increaing nude of posting of nk on social media recing io contents 
stored in loud sharing platforms. For example, the lame Stte increase its postings of Inks to dou 


‘ite on platforms le files 


onelusons 
Terorts have ses onlin services for over two decades and have become more sophscstes 
‘nding so. tera seo the new mess becarne mor intensive, sophisticated, and arming so 
id ne various countermeasures launched by govertments, mtr, and countrterrors agencies. But 
‘the neverending dialect struggle between cyber-say terorsts an counter terorsm professionals, 


requires new thinking preemptive measures nd future oriented poles, 


‘The use of dead drops in the form of sing anonymous pletforms and cloud shang poses areal 
allege to countenng one terrorism ané extremism, especialy because terrorist group are reacting 


tote new counter measures akon From a theoretical perspective cr indngs shoul be inerreted 


ites Sete fier] 


within the framework ofthe new terorist and extramist one ecosystem, taking nto consideration the 


change in dynamics the ary of new platforms, an the resence of the networe trace 


From practi perspctive, ou findings show that despt the efforts made by the Glob! 
Internet Forum to Counter Terai (GIFCT} an Tech Against Terrorism to enforce epuations an 
removal of terrors online contents, the eyber savy terrorist re moving tone ors of online 
resence. Fr example in 208 the JustPasteit owner se oind the Global terme Forum to Counter 
Terrorsm {GIFCT to use the GIFTC hash-saring database to locate terrors content on splat, 
owever de to GIFTC tations 8 ou ndings reveal ustPaste¢ and othe platforms ae stl 


hosting terrorist postings and material ona daly bas. 


By posting thar contents on anonymous platforms ana racing users to them an to other 
platform, trot make thelr oni existence harder to detect andrea, Despite the fact tha ll 
‘these abused platforms and serces are privately owned and the challenges, the publican private 

sector woud beef by showing why government busines partnership ate necessary, nt how hele 


‘existence could hep online secuny 


Fal, this study reemphasizes the need to look toward, o examine preemptive measures ard 
‘te focus on emerging rend, and latforms There ae rurmeausncantves thal ean be aferedto the 
planers, desgnarsand developers ofthe future for considering counter trraram messuresntheir 


plans and design, Governmental support and rewards are certainty one of te promising incentives 


ror A Pru, N.& Whtrbttan, E018. “Mapsingthe int normation asst Tawar he 
‘est genet of ruptan copetly Gal Reon eon on Terrar and Tada Par No 
nde toys Unsed Sens inte Puestane 


